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Fragmentacni utok na IP protokol

e Clanek Amir Herzberg & Haya Shulman:
Fragmentation Considered Poisonous

e Existuji dva PoC:

e Tomas Hlavacek & Ondrej Mikle, CZ.NIC Labs
e Brian Dickson, VeriSign Labs

e Relativné nizka technicka slozitost, ale hodné
podminek a detaill
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Novy vektor utoku: Fragmenty

e Utok na UDP
e Zneuziti IP fragmentace & skladani fragmentu

e Zména a nebo zahozeni packetu bez pristupu k
prenosovemu kanalu

o Zalezi na 16-bit IP ID Cisle v IP hlavickach

e |P ID je generované cCitacem

e Problém jsou limity IP reassembly cache
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Utok pies IP fragmentaci na DNS

e Otraveni cache (cache poisoning)

e Redukce entropie z 32 bitl (source port + DNS
ID) na 16 bitl (jen IP ID)

e ... funguje to, protoze UDP hlavicka a zacCatek
DNS dat zustane v prvnim fragmentu

e Uto¢nik modifikuje druhy fragment (authority a
additional sekce)
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Typy fragmentacnich Gtoku na DNS

e Zatim jsou zname dva typy:

e 1) Donuceni autoritativniho serveru, aby
fragmentoval odpovéedi pro realnou doménu pomoci
podvrzenych ICMP packetu

e 2) Registrovanim specialne zformatovanée zony,
ktera generuje odpovedi pres 1500 B
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Prvni typ — prinuceni k fragmentaci

e |CMP destination unreachable, frag. needed
but DF bit set (type=3, code=4)

e Podvrzeni ICMP (BCP38 neni problém,
firewally mohou byt problem)

e Linux akceptuje signalizovane MTU do routing
cache na 10 minut

e Linux ma minimalni MTU =552 B
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Znazornéni prvniho typu utoku

Authoritative server
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Znazornéni prvniho typu utoku

Authoritative server

ICMP dest. unreachable,
spoofed, IP header in ICMP data
has dst IP of the caching resolver

>

Caching resolver
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Znazornéni prvniho typu utoku

ICMP dest. unreachable,
spoofed, IP header in ICMP data
has dst IP of the caching resolver

Authoritative server

Spoofed 2nd response fragment

>

Caching resolver

Cee... CZMNIC
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Znazornéni prvniho typu utoku

ICMP dest. unreachable,
spoofed, IP header in ICMP data
has dst IP of the caching resolver

Authoritative server

Spoofed 2nd response fragment

>

Caching resoclver

Cee... CZMNIC

1st response fragment
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Znazornéni prvniho typu utoku

Authoritative server

ICMP dest. unreachable,
spoofed, IP header in ICMP data
has dst IP of the caching resoclver

>

1st response fragment

2nd response fragment

Spoofed 2nd response fragment Caching resclver
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Effekt podvrzeného ICMP packetu

root@authoritative_server:/# ip route show cache

77.243.16.81 from 195.226.217.5 via 217.31.48.17 dev ethO

cache ipid OW IP adresa caching resolveru
62.109.128.22 from 195.226.217.5 via 217.31.48.17 dev ethO

cache expires 576sec ipid 0x6ef3 mtu 552 rtt 4ms rttvar 4ms
cwnd 10

63.249.32.21 from 195.226.217.5 via 217.31.48.17 dev ethO
cache Ipid Oxa256
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Odpoved’ autoritativniho serveru

; EDNS: version: 0, flags: do; udp: 4096

;; QUESTION SECTION:

;ddadadadaadaaddaaddaddadaadaadaadaddadaaddaadadaddaaddadddd.adddadaaddadaadaadaaadaaaaadaaa

dddaaddadaaadaaadaaadaadad.aaadaaddadaaddadaaadaadadadaadaadaadaadaaadaaaaaaaaad.aaaaaa

dadaaaaaaaaaaaaaaaaaaaaaaaadaaadaaaaaaaad.aaadaaaaaaaaaaaaaaaaaaaaa.aaaaaaaaaaaa

aa.ad.example.cz. INA

;; AUTHORITY SECTION:

ad.example.cz. 360
ad.example.cz. 360
ad.example.cz. 360

;» ADDITIONAL SECTION:

ad-nsl.example.cz. 360
ad-nsl.example.cz. 360
ad-ns2.example.cz. 360
ad-ns2.example.cz. 360
[ J [ J ° [ ] [ ] ( o [ ]
[ J ° [ J ([ ([

NS ad-nsl.example.cz.
NS ad-ns2.example.cz.
NSEC ad-nsl.example.cz. NS ...

A 217.31.49.71
RRSIG A53360 ...
A 217.31.49.70
RRSIG A53360...

Hranice mezi prvnim a druhym fragmentem

... CZMNIC

CZ DOMAIN
REGISTRY
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Odpoved prijata resolverem

; EDNS: version: 0, flags: do; udp: 4096
;; QUESTION SECTION:

;ddadadadaadaaddaaddaddadaadaadaadaddadaaddaadadaddaaddadddd.adddadaaddadaadaadaaadaaaaadaaa

dddaaddadaaadaaadaaadaadad.aaadaaddadaaddadaaadaadadadaadaadaadaadaaadaaaaaaaaad.aaaaaa

dadaaaaaaaaaaaaaaaaaaaaaaaadaaadaaaaaaaad.aaadaaaaaaaaaaaaaaaaaaaaa.aaaaaaaaaaaa

aa.ad.example.cz. INA

;; AUTHORITY SECTION:

ad.example.cz.
ad.example.cz.

ad.example.cz.

360
360
360

;» ADDITIONAL SECTION:

ad-nsl.example.cz.
ad-nsl.example.cz.
ad-ns2.example.cz.

ad-ns2.example.cz.

360
360
360
360

NS ad-nsl.example.cz.

NS ad-ns2.example.cz.

NSEC ad-nsl.example.cz. NS ...

A 217.31.49.71

RRSIG A5 3360 ..
A 62.109.128.20
RRSIG A5 3360 ...

Y Oprava UDP checksumu

... CZMNIC

/ Hranice mezi prvnim a druhym fragmentem
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Technickeé vyzvy v PoC

Formatovani ICMP packetl (snadné)

Vybér napadnutelnych zén (stfedni)

Formatovani fragmentl, dopocitani UDP checksumu (tézké)

Pfehrani podvrzenych packett do sité (zalezi na administratorech sitf)

IP reassembly queue size = 64 @ Linux (dalSi vyzkum)

Randomizace poradi RR-setl (drobnost)

e Komprese labellu (nevadi)

Zmeéna poradi pfichodu fragmentt (potencialné znemozriuje Utok)
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Akceptace podvrzeného packetu

e Bailiwick rules

e Mala diivéra v RR z additional sekce

e Postupné zesilovani pravidel v BINDu od roku
~2003

e Nezname pravidla Unboundu (ale asi budou
stejne prisna)
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PoC & triky

e Tento utok (prvniho typu) funguje v labu!
e Trik: Utoénik zna IP ID

e Bez firewalll, bez conntracku

e Primérné 1 ze 3 pokusu uspéje (kvuli RR-set
randomizaci a casovani)
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Utok druhého typu

e \ytvoreni zony ze specifickymi NS RR:

e Pfipojime NS (a jeho glue) s
napadnout

erveru, co chceme

e Vytvofime z6nu, co zpusobuje dlouhé referral

odpovedi (N x ~250 B NS RR)

"N /S

e Zaregistrujeme zOonu na nejnizsim moznem

levelu (2 level zone)
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Podvodna zéna v ccTLD

;poisonovacizona.cz. IN NS
 AUTHORITY SECTION:

poisonovacizona.cz. 18000 IN NS eaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa.

kaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa.
(aaaaaaaaaaaadaaadaaddadadddaddaadaaadaaadaaaddaaaaaaaaaaaaaaa.

Waaaaaaaaaadaaaddaaadaaddaaadaaddaaaddaaaddaaaaaaadaaaaaaaaaaaaa.

poisonovacizona.cz.

poisonovacizona.cz. 18000 IN NS ns2.ignum.cz.

;; ADDITIONAL SECTION:

ns2.ignum.cz. 18000 IN A 217.31.48.201
eaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa.
kaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa.

(Jaaaaaaaaddaaddaaddaaddaaddadaddaadaaaddaaadaaddaaaddaaadaaaaaaaa.

Waaaaaaaaaaaaaaaaaaaaaaaaaadaadaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa.

poisonovacizona.cz. 18000 IN A 217.31.48.1

;» MSG SIZE rcvd: 1949

.. CZMNIC

CZ DOMAIN
REGISTRY



Utok pomoci podvodné zény

e Z6na zpusobuje sama fragmentaci odpovédi

e ZOna je zcela validni
e ... prestoze je na prvni pohled “divha”

e Obshauje NS pro dulezity DNS server, jehoz
glue chceme napadnout

e Glue pro cilovy server bude v druhém
fragmentu
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Obrana

e Nasadte DNSSEC!

e DocCasna opatreni

e Prvni typ: Ignorovat ICMP type=3, code=4

e Druhy typ: omezit velikost odpovedi a nastavit
EDNSO buffer size na stejnou hodnotu, jako MTU
(na obou stranach — autoritativni i rekurzivni)
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Dekuji za pozornost!

Tomas Hlavacek ¢ tomas.hlavacek@nic.cz -
IT13.2, 30.11.2013
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