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Sprava a provoz serveru Knot DNS
IT13 Workshop 21. 5. 2013

Jan Kadlec ¢ jan.kadlec@nic.cz
Daniel Salzman ¢ daniel.salzman@nic.cz
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Co bude potreba

e Vlastni notebook
e Operacni systém Linux/*"BSD/MAC OS

e Pripojeni Kk siti
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Obsah workshopu

o Kratké predstaveni projektu Knot DNS
e |nstalace
e Popis konfigurace a ovladani

e Praktické ukazky (lokalné, mezi sebou)
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Knot DNS

e Autoritativni DNS server

e Open source projekt CZ.NIC Labs

e \/ykonny server bez prerusovaného odpovidani
e Transfery zon (AXFR, IXFR)
e DNSSEC, EDNSO, TSIG, DDNS, RRL

e Moznost vzdalené spravy

e Aktualni verze 1.2.0 (pfipravujeme 1.3.0)
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Instalace — zavislosti

e |ibtool

e autoconf >= 2.65

e flex >=2.5.31

e bison >= 2.3

e libssl-dev >=0.9.8

e liburcu-dev >= 0.5.4 (http://Ittng.org/urcu)

e (texinfo)

I o 8 1 | [ of Fivanaes



Moznosti instalace

e Binarni balik z prislusného repozitare
e Balik zdrojoveho kodu:

e http://www.knot-dns.cz
e Zdrojovy kod z repozitare git:

e git clone git://git.nic.cz/knot-dns
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Instalace ze zdrojovéeho kodu

e autoreconf -fi

e /configure --sysconfdir=/etc/knot/
* make

e make install

e (make html)
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Hlavni ¢asti Knot DNS

e Serverova cast — knotd

e QOvladaci rozhrani — knotc
e |okalni i vzdalena sprava
e Konfiguracni soubor — /etc/knot/knot.conf

e UloZny adresar — Ivar/lib/knot/

e zONOVE a pomocné soubory
e Manualové stranky
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1. priklad: Minimalni konfigurace

o /etc/knot/knot.conf:

system {
storage "/var/lib/knot";

}

interfaces {
ipv4 { address 127.0.0.1@5353; }

}

zones {
example.com. {
file "example.com.zone";
}
}

log {
syslog { any all; }
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1. priklad: Overeni funkcnosti

e Spusténi serveru:
e knotc start

e Ovéreni chodu server:

e netstat -Inptu
e tail -n 20 /var/log/syslog

e Dotaz na server:
e dig @127.0.0.1 -p 5353 example.com ANY
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2. priklad: Moznosti logovani

e Umisteni logu:
e stdout/stderr — pouze pokud nebézi jako demon
e jakykoliv soubor
e syslog
e Zavaznost:
e debug, info, notice, warning, error, fatal, all

e Kategorie:

* server, zone, answering, any
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2. priklad: Nastaveni logovani

e Upravit /etc/knot/knot.conf:

log {
syslog { any all; }
file “/tmp/knot-server.log” { server info; }

}

e Restart serveru:

e knotc restart
e Ovéreni nastaveni:

e cat /tmp/knot-server.log
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3. priklad: Vzdalena sprava

e Do /etc/knot/knot.conf pridat:

remotes {
local { address 127.0.0.1; }

}

control {
listen-on { address 127.0.0.1@5553; }
allow local;

}

e Restart serveru (zapnuti vzdalené spravy):

e knotc restart
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3. priklad: Ovéreni vzdalené spravy

e Oveéreni nastaveni:

e netstat -Inptu
e Pouziti vzdalene spravy:

e knotc -s 127.0.0.1 -p 5553 reload
e Overeni funkce:

e cat /tmp/knot-server.log

I o 8 1 | [ of Fivanaes



4. priklad: Uprava zénového souboru

e Soubor /var/lib/knot/example.com.zone:

e pridani TXT zaznamu:

example.com. TXT “Knot DNS workshop IT13*
e navyseni SOA serial:

2010111213 — 2010111214

e Reload serveru:

e knotc reload
e Qvereni aktualizace zony:

e dig @127.0.0.1 -p 5353 example.com TXT
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5. priklad: Pridani dalsi zony

e Soubor /var/lib/knot/example2.com.zone

e Do sekce zones /etc/knot/knot.conf pridat:

example2.com. {
file “example2.com.zone”;

}

e Nacteni noveé zony:
e knotc reload

e Oveéreni dostupnosti noveé zony:
e dig @127.0.0.1 -p 5353 example2.com NS +dnssec
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6. priklad: Slave server + TSIG

e Do /etc/knot/knot.conf pridat:

keys {
master-key hmac-sha256
"FWdYWd4PVIFhN2g6TvK2eIccm8kxk7Sh658CIV8aGTc="

}

e Dale pridat do remotes a zones:

master {
address x.X.X.X;
port 5354;
key master-key;
}

example3.com. {
file “example3.com.zone”;
xfr-in master;
notify-in master;

}
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6. priklad: Transfer zony

e Stav pred transferem:

e dig @127.0.0.1 -p 5353 example3.com NS
e Aktualizace nastaveni (transfer zony):

e knotc reload
e Overeni dostupnosti zony:

e cat /tmp/knot-server.log
e dig @127.0.0.1 -p 5353 example3.com NS
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7. priklad: Master server (1)

e UrCete si role (master/slave)

o Master /etc/knot/knot.conf:

interfaces {
ipvd { 0.0.0.0@5353; }

}

remotes {
soused { address soused_ip@5353; }

}

zones A
exampled.com. {
file "example4.com.zone";
xfr-out soused;
notify-out soused;
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7. priklad: Master server (2)

e Slave /etc/knot/knot.conf:

remotes {
soused { address soused_1p@5353; }

}

zones A
exampled.com. {
file "example4.com.zone";
xfr-in soused;
notify-in soused;
}
}

o Master restart, slave reload a ovérit funkénost

e Prohodte si role
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8. priklad: Dynamicky update zony (1)

e \/yjdeme z nastveni pro master example4.com

e Soubor /etc/knot/knot.conf:

Remotes {
all { address 0.0.0.0/0; }

}

zones {
exampled.com. {

.dﬁdate-in all;
}
}

e Reload serveru
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8. priklad: Dynamicky update zony (2)

e Spustime knsupdate/(nsupdate — bind9utils)

>

V V V.V

>

server localhost 5353

zone example4.com.

update add ddns.exampled4.com. 3600 A 1.2.3.4
update del mail.example4.com.

show

send

e Overime zmeny:

e tail /var/log/syslog
e dig @127.0.0.1 -p 5353 ddns.example4.com a
e dig @127.0.0.1 -p 5353 mail.example4.com any
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9. priklad: IXFR z lokalnich zmen (1)

e Do /etc/knot/knot.conf pridat:

zones A
example4.com. {

ixfr-from-differences on:

}
}

e Reload serveru

e Udélat libovolnou zménu v zonovém souboru:

 pridat/odebrat zaznam, zmenit data
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9. priklad: IXFR z lokalnich zmen (2)

e Zvysit serial v SOA zaznamu!
e Reload serveru
e Qvéreni:

e tail /var/log/syslog
e slave:
dig @127.0.0.1 -p 5353 example4.com soa
e master (nutne nejprve povolit xfr pro localhost):
dig @127.0.0.1 -p 5353 example4.com ixfr=2010111214
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Dekujeme!

CZ.NIC Labs * www.knot-dns.cz
Jan Kadlec ¢ jan.kadlec@nic.cz
Daniel Salzman ¢ daniel.salzman@nic.cz
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